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and deep learning technologies mature. It has revolutionized the film industry by generating astonishing visuals and reduc-
ing production costs. Similarly, in the gaming industry, it has facilitated the creation of smooth and realistic animation
effects. However, the malicious use of image manipulation to spread false information poses significant risks to society,
casting doubt on the authenticity of digital content in visual media. Forgery techniques encompass four main categories:
face reenactment, face replacement, face editing, and face synthesis. Face editing, a commonly employed image manipu-
lation method, involves falsifying facial features by modifying the information related to the five facial regions. As one of
the commonly employed methods in facial editing, image inpainting technology involves utilizing known content from an
image to fill in missing areas, aiming to restore the image in a way that aligns as closely as possible with human perception.
In the context of facial forgery, image inpainting is primarily used for identity falsification, wherein facial features are
altered to achieve the goal of replacing a face. The use of image inpainting for facial manipulation similarly introduces sig-
nificant disruption to people’s lives. To support research on detection methods for such manipulations, this paper produced
a large-scale dataset for face manipulation detection based on inpainting techniques. Method This paper specifically
focuses on the field of image tampering detection, utilizing two classic datasets: the high-quality CelebA-HQ dataset, com-
prising 25 000 high-resolution (1 024 x 1 024 pixels) celebrity face images, and the low-quality FF++ dataset, consisting
of 15 000 face images extracted from video frames. On the basis of the two datasets, facial feature regions (eyebrows,
eyes, nose, mouth, and the entire facial area) are segmented using image segmentation methods. Corresponding mask
images are created, and the segmented facial regions are directly obscured on the original image. Two deep neural network-
based inpainting methods (image inpainting via conditional texture and structure dual generation (CTSDG) and recurrent
feature reasoning for image inpainting (RFR) ) along with a traditional inpainting method (struct completion (SC) ) were
employed. The deep neural network methods require the provision of mask images to indicate the areas for inpainting,
while the traditional method could directly perform inpainting on segmented facial feature images. The facial regions were
inpainted using these three methods, resulting in a large-scale dataset comprising 600 000 images. This extensive dataset
incorporates diverse pre-processing techniques, various inpainting methods, and includes images with different qualities
and inpainted facial regions. It serves as a valuable resource for training and testing in related detection tasks, offering a
rich dataset for subsequent research in the field, and also establishes a meaningful benchmark dataset for future studies in
the domain of face tampering detection. Result We present comparative experiments conducted on the generated dataset,
revealing notable findings. Experimental results indicate a 15% decrease in detection accuracy for images derived from the
FF++ dataset under the ResNet-50 benchmark detection network. Under the Xception-Net network, the detection accuracy
experiences a 5% decline. Furthermore, significant variations in detection accuracy are observed among different facial
regions, with the lowest accuracy recorded in the eye region at 0. 91. Generalization experiments suggest that inpainted
images from the same source dataset exhibit a certain degree of generalization across different facial regions. In contrast,
minimal generalization is observed among datasets created from different source data. Consequently, this dataset also
serves as valuable research data for studying the generalization of inpainted images across different facial regions. Visualiza-
tion tools demonstrate that the detection network indeed focuses on the inpainted facial features, affirming its attention to
the manipulated facial regions. This work provides new research perspectives for methods of detecting image restoration-
based manipulations. Conclusion The use of image inpainting techniques for tampering introduces a challenging scenario
that can deceive conventional tampering detectors to a certain extent. Researching detection methods for this type of tamper-
ing is of practical significance. The provided large-scale face tampering dataset, based on inpainting techniques, encom-
passes high- and low-quality images, employing three distinct inpainting methods and targeting various facial features. This
dataset offers a novel source of data for research in this field, enhancing diversity and providing benchmark data for further
exploration of image restoration-related forgeries. With the scarcity of relevant datasets in this domain, we propose the utili-
zation of this dataset as a benchmark for the field of image inpainting tampering detection. This dataset not only supports
research in detection methodologies but also contributes to studies on the generalization of such methods. It serves as a
foundational resource, filling the gap in the available datasets and facilitating advancements in the detection and generaliza-

tion studies in the domain of image inpainting tampering. This benchmark includes a large-scale inpainting image dataset,



1836

PEERBEF ik

JOURNAL OF IMAGE AND GRAPHICS

Vol. 29,No. 7,Jul. 2024

totaling 600 000 images. The dataset’s quality is evaluated based on accuracy on manipulation detection networks , gener-

alizability across different inpainting networks and facial regions, and modules such as data visualization.

Key words: image tampering; deep learning; image inpainting; dataset; benchmark
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18465 5 CTSDG A RFR & —F % G853 SC.
N HRTEAN A 3 PSR I Tk
2.3.1 BETEE B AR EBIE S ik

CTSDG(Guo 45,2021 ) & —Ff il T EE =7 > ¥ 2%
SETEME BN EBRIEE T . AR J7
AT LA GG S5 Yy A R B 52 AU 1
TRK 20 SR TAESS I il fE b = 5
QI Y 52, ol 2 F B 52 5 I AR AL PR
T AR M5 (mask ) DX S8CR AN IS, DT 5 300 45
RKHE T CTSDG & — g i H T R A8 5 iy 3L
T B LA 1Y 7 RS 2 SR SO RIS
P G5 | 2y o A T R (A S G b A A
L DRSS E B A N 2 o A, Sy T HE R AR
— HPE, W R B T OB m) ] 4 R AR Fl A (bi-
directional gated feature fusion, Bi-GFF) #1224 F1
GEE G X BOME B IR T B R SCRAER G (con-
textual feature aggregation, CFA) R fdi F X B SE Al
A2 REFRHER SR AN B AR BN 28 . AT
UEIEE R E IS RN (IO o1
2.3.2  EETUEEHLEI BRI ] Mg BB
WIRES

RFR-Net(Li % ,2020a) J& 5 — F il FH L T &
IR TR BE 27 > 4 (0 RSB S 05 125 $ il 17—
AR TR R 2 T 1 2 =X P BB 52 0 26— TR R
FREAEAE R0 285, D figp R JE 78 OB I (mask ) Ho0o X
SO T BT ) 12 P00 2% 2 38 s VA R AR HE RASE Bhe
1R — 2 B 7 (knowledge consistent attention,
KCA)BREBAG 8, 5 AT figp ke [ i ) 7 AR B, B
Se il R Ty W I3, SR 5 5 4 SR AR Dy figp ke IR M
SRR B o RER RSz 52 4 A BURRAE (5T 9 L
TR SR IF G AN — U i R . h
T ORUEAE PR o 7R P OR [R]RRAE 18] 22 ] ) — Bk, M)
AR R B R PR B T — AR —BOE R

FIEH A ) 2 A BRI R MR R A
TE R A58 2 i A R PR R b v R AR ARy
RUTER AR IAGRAS o (i P P4 A1 2 1T
(1% 7 1 A& A 3 T AU SRS A A 0B 2 5R «
2.3.3 RFPmaiats ks rRgBE ik

SC(Huang 55,2014 ) j& — Fh 5L TV 0 4544 45 &
(4% 56 MGG 52 T 10 1% 07 1 02— T L A8 (18 35 F b
THIEG RGBSR ik BRI e 2
B, W B0 X 38k 43 Bk 3 AN A TR LA . SR
3 SCH RS FAR 5 (1 S S AR R (R B e
ARJZ 58 U Y BRI, S H AR BT R R
LGAE= ik
2.4 ATHEREBEBK

B P 45 R F IR FR++ 5040 48 1.5 U7 iR & 1% fn
CelebA-HQ #5448 2. 5 77 W& UG AE R L hit , 43 ) (58
T 3R AEE 7 R (RFR AL CTSDG M R 2 >
W 2 i s 2 =R SC AL g BHR s &2 7 X)L IF HLAE
SR TR IR T B R (38 E B R 5T
W EL A K 4 R A7 [ RHIE ) | B 22 1 T R 60
T3 A HE T8 UG AN B R A 4 . XA~ K
BRI S A T A TR) A PAk By 28 SRl IE = 7
2 E TR R SRS R A B E L
Ry i 52 AR R AT DT 55 B4 5 B I 2 AN 3
Hclis , RIS Rz sk i) 5 SRR B A T — 1A I
MR, 812 JEB/R T RIVER SRS B A B

FF++ m CelebA-HQ
(a) 2 PR LIS S K

33“3/?“ JHE20% SC CTSDG
‘ 33%¢ 34%
L O hii20%
i 720% 3%
5720% 33%

(b) PIFEEHE G2 A A G A4 G AR ]
B2 i A R A B A A
Fig. 2 The overall composition of the created dataset
((a) the overall composition of the generated inpainted images ;
(b) the composition ratio of images generated by the two source

datasets was the same)
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Fig. 3 Presentation of the generated dataset results ((a) the final results of image inpainting on the CelebA-H(Q) dataset;
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(b) the final results of image inpainting on the FF++ dataset)
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1B USRS, i T RS AR 1%
GiAg 2 75 1 (SC) H g (i 15 5 UG i ) Bl X 3
HEFTIEAN , AT T804 USRS R ERAE

b2 ARSCR T T 12 A i UG EA 1)
PSSR AR (5 L (PSNR) A FAH B (SSIM) .
W i e L 30 3 F A AR AR I Y R S LS R =2 1)
(18 2 350 T R AT R 22 ) A AN UG A o i, i 45 A A
WIPEN T BB T EUR AR bRE , TS A 0
TENFRAE , UG A R U R bR 2 —

R VRIER 2 R, i FH IR BE 4 A T8 2 1 ]
{4119 SSIM {H 55 PSNR {H 220 =5 T AL G ik &
FRI IS . SSTM {HE T PSNR {RLH 5 , 28 7% A5 I i ik
o U A PR B ) 2 R A T MG B B B N Al .
FJE BB R A o R E BN, B DL

F1 CelebA-HQ ¥ #E 5 1& £ E 5 #) SSIM 71 PSNR #54%
Table 1 The SSIM and PSNR metrics were used to
evaluate the quality of image inpainting using the
CelebA-HQ datasets

CTSDG RFR SC

i SSIM P/Sdl\];R SSIM P/Sdl\];R SSIM P/Sdl\]; i
JEE 0.982 38.61 0.990 41.05 0.989 36.00
HR 0.981 38.24 0.990 41.06 0.988 37.33
) 0.972 3288 0985 37.65 0.978 30.90
I 0.978 34.84 0987 3473 0.983 33.87

R 0.967 32.12 0.980 3453 0.965 29.68

T L P SRR S S R A4 2R

®2 (ERAFF++EIREE S E B E SSIM 1 PSNR 154R
Table 2 The SSIM and PSNR metrics were used to
evaluate the quality of image inpainting using the
FF++ datasets

CTSDG RFR sC
B AL

ssm PIVR oy PSVR gy PSR
JAE 0.997 4932 0.990 40.02 00982 34.46
AR I 0.994 44.10 0.991 39.70 0.983 34.68
Br 0.983 3355 0978 34.80 0.963 29.30
I 0.998 55.14 0.995 4559 0979 33.54
S IER 0.976  34.63 0959 3242 0.934 27.27

T L P SRR S S R AR A 2R

SSIM {H Fl PSNR {H 45 ey o 15T 1) 40080 AR 1A 1Y
Iy HER B, (8 PR+ 255005 45 1 0 R BT 48
BB i TdFH CelebA-HQ B4
3.2 iR

PG AE 52 58 2ok S FE IR b i i R 38 0, il L
R SEE NS . N T IEAIE R 5 BRI i, A%
OB B e B S AR (fake) S, SR 5 185 5
MG AT LA, R4 T MG oA AT 55, il FH ACC
(accuracy ) PEHM R PRGN BR8] 1Y) 25 5

Rk, Xt T FR++5i4E o8 T 5B B -G
P43, AR SCIRIRE 53 1R B 500 4 48 R 46 Y EL SR
WL, 5 35k S R AT 30 1ok B 16 Mot B 1 ot 75 30 X5 7 )
FUE , 22 Je Yo ik 26 UG 3R 45 7K P30 % 389 I 1%
(Y RT J%E 22 256 x 256 8 R , e AR T 15 000 1
BRUE e R B MRS A4 i) R AT A . X
CelebA-HQ ZHi4E , ELH2BEHLIE U R (1) 15 000 i
EURMHCH B S EUE R AT o Xt 1B EMR A SCHE T
FPAS IR B VR S 46 1, i 3 AR IRl B & =X, 18
ST ALHEEE R ST R B 4 T S X 5
G415 000 1 .

X A I ) 285, AR S35 HRC T PRI AR A Ak ) 45 I,
1 28 HL FE I X 2 ResNet-50 . MesoNet il Xception-Net
HEAT RS BE R . S5 v 43 0 3 B 10 000 i B 58
FI5 5 10 000 MEA& 52 I 1 FUGAE R I 2R B R4 T A8
W2k, DI 2k B2 ol 2% B batch_size 8B 12, %
23k 107, I8 107 ST f0R, DI ERFE Tk R 100,
o 80% 11 A I 25 , 20% 11 S e iiE A4 . 45 780
AR5 000 8 ELSZ PS5 5 000 816 & USRI
B R MR BRI . v 4 6 AN R B 4
ARSI R SR (ACC) N3 3 BT /i, ARG T 255 2 22 3F B 4l
VER B AR BT i e o

e B AR G 18 2 R 8 4R 5 DFDC
(Dolhansky % ,2019) , Celeb-DF %5 % i 451 4af 22 i %5
Pt B — [ ELAT v 3 A 1 PR A S A T W) 5%
T EAT 0 2SR ik, AT DA A o PR ) ol o

5 JH Al 35 v B S AR L, AR SR B0 S AR A T
Do 26 I ARG I 50 R Y A S TR R B ) T o, PR+ 55080
B 16 53 1 RIS E ResNet-50 25 | 4 6 T4 3 F
T 15%, 7E Xception-Net P 2% | K5 BE T B T 5%.
TERH B8 2 X P Bk 20— e R T B Ot
A R IR A (EAFIF I 45 ]
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Table 3 The detection effect on the benchmark network
on different datasets (ACC)

3.3 BEERLaPHRR
SR AT NCIE YR S VROE St ¢ valll €N ihh-2
M, AR SR — 20 b FLAA TR AR AR A R AT 1 B ke ) 5

1%
W [FIRE ARSI R Sy RS i
e ResNet-50 MesoNet Xception oo [FIFE Zl%@@{%/}?ﬁjﬁ%{”ﬁjq,\*@{%(real) f
Ja N \ o R 4
CADEy s ora BRI ER (fake) , IF B ALK
DeepFakeTIMIT(LQ) 9.9 878 959 ResNet-50 il Xception-Net #E47 =53 2 W 46 9 Kz
DeepFakeTIMIT(HQ) 93.2 68.4 94.4 ARSI A REAE FH ACC BEAN 8 b F AS ] i 300 X 3 1Y)
DFDC 89.4 75.3 72.2 Pt
FF++ 91.2 76.2 92.1 WK 4 7R, CelebA-HQ F1 FF-+%5 3 4 76 A [ 14
FF++(inpainting) 74.1 79.3 87.5 TE AR BRGNS AT — E WY 22, i TR I AL
CelebA-HQ(inpainting) 88.3 86.4 90.7 TEREA MG b T o 09 L1 /I, (A8 52 1Y) IX Bl e
VS IVHLT A A A T 5, SER IR G R R (S FIRE 1 K
1.00
Ll =Y m BT cHUE  WEE |
0.98
0.96
T 0.94
g
0.92
0.90
0.88
0.86
ResNet Xception ResNet Xception ResNet Xception
CTSDG RFR SC
(a) CelebA-HQEHEE & G AR REIR AN S R
1.00
AW mB om BF ol mEB
0.98
0.96
0.94
O
&)
<
0.92
0.90
0.88
0.86
ResNet Xception ResNet Xception ResNet Xception
CTSDG RFR SC

(b) FF++ SR 5 FEHR i A R R ML, SR
P4 A B T S AR A0 R RS Bl 8 A A [s) B2 Py B SR A 3

Fig. 4 The accuracy of tamper detection at different locations in a large-scale dataset generated based on inpainting techniques
((a) ACC of different parts in the inpainted images of the CelebA-HQ dataset;
(b) ACC of different parts in the inpainted images of the FF++ dataset )
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DR A TR L B BB TR B 5 XK, A it
G P2 5 v 5 (EURH A T B0 ok D 5ok 3, PRI )
RS B b A R IR TR 2 ). RSB AN A B 5
IR, EMRAFAE D2 R I 4 T LA P L RO H
ORI 8t fie

3.4 ziiE

ESLE B AT [R]— R AR (U0 FR++ 4000
) P — A B 52 Jr ik (I RFR) B 52 H 5 — T i
DX 3 (4 JE B DX 30) A9 P87 A T At 48 52 05 5K
(CTSDG T SC) YNl ik 4G I 100 285 L= A [7] i 8 I 4 CHR
il o ) A ARG DA 2, o A A ] R 0 4
(CelebA-HQ) = Az B4 2% b F AL 11 A I 25 64 A 1)
4 Rz Atk . FEARSERR R T CelebA-HQ Xiidls
8 (0PI FP IR 1 52 19 2% (CTSDG A RFR) Hl— Fif
P Gui 52 I 2% (SC) b 1oy T 6 DX o7 B AT )
X L T Xceeption-Net [ 28 ik 46 1045 Y 345 4531
Yo M TN ZRARRLTE ) —H s AR AR R B 52 5
7T B [ T P 07 b A ARG ) 45 2 [ Bt 3k
TEAN[R) 46 1A [R) D7 XAy A IORS B2 (i ACC 3T
WMHEFRRIER)

MR A TR AN ) bl B 22 8] 1) PR 53 A AN T
JIT ARG (9 28 75 AN ] ) 8080 £ L B0 R I T 2
Pt o A ] — S0tk 4 v, ARG TN o0 265 75 ) by T4 T 0 4%
AN Iy 1 Z [RNZ AL PR I TEAE GefB 52 7 ik |
ZACTERSS . UL HE B B BOR B9 RS I
AR Z AR —MERII R, 555b, 8
o SER R T LU B e R 4 0 i 2 R Kl Il
SR BRI ) 28 7 el PR 8 25 > 8 52 0 Bt LT %
AZAHE, X —MEAR R
3.5 ZERTHK

X —FR 5 F R R PP 2 2% 1 Al ket . ARy
#JE (integrated gradient) Fil Grad-CAM J& & ULk 5
7N TR 22 2% v HARSE — JZ A9 B0 AR A s 20, A
B IE B 7 2K WL b e 30 245 # B ok R ) S A
TH,

AR /N 3 A F s RGN IO 45 o 46 52 MG S B A
U E SRR e S QTN R € NP S e Y &S
7N
3.5.1 Grad-CAM

Grad-CAM (gradient-weighted class activation
map ) J&— M A SRS O Y T, AT LA E W
Ml IR 22 I 288 B — )2 OCTE A X FEA SR rp il

R4 CelebA-HQHEEARBNBBEERRBIEE L
AEMEEFE LRz (ACC)
Table 4 Generalizability of data from different parts of
the CelebA-HQ dataset using different methods on
different datasets (ACC)

CelebA-HQ FF++

Jrk o AL

RFR SC  CTSDG RFR SC

JHE 0904 0821 0558 0.504 0.502

A 0.958 0.809 0.569 0.573 0.513

CTSDG ~ &F 0957 0.670 0503 0.504 0.505
Mg 0931 0.779

il

0.510 0.507 0.503
0.954 0.863 0.501 0.502 0.503

CTSDG SC  CTSDG RFR SC

JEE  0.897 0855 0497 0511 0.504
HRFE 0912 0.734  0.556 0.516 0.513

RFR
BF 0947 0906 0501 0.501 0.509
i1 0.852 0.826 0.512 0.547 0.501
STHEE 0953 0.949  0.553  0.494  0.502
RFR CTSDG CTSDG RFR SC
JHE 0536 0.501 0.506 0.604 0.511
s MREE  0.516  0.514 0510 0.505 0.529

& 0.646  0.519 0493 0.507 0.522
U 0.556  0.526 0.509 0.533  0.627
AT 0.596 0599 0.501  0.524  0.599

T« I 7 RS 7R A AN ) B SR AR T ¥ 6 14 e DA DU L

F Grad-CAM R 7R 732 [ 28 12 1A T 70 2RI 215 56
TE T BT B 52 B X 8, T PR 18 52 IR Kak 4R
o HROR . AR5 7R L ResNet-50 4% G 1: ) #5
BB S B S Y DX
3.5.2 BlomhEE

43 F6 BE (integrated gradient) 1 iy — F i P /%
8 1 TR0 B 0 AT i R v vhoR BE AR RT BRI 1 7
2, BA R a4y al i Bt . AHECT Grad-CAM,
TR0 B2 B 4% T 5 A b Jie 300 D) 2% oF FT 5% 1 41 3L
T2, P04 T Y AT PR RCR . il 6 i, 3 R
EUR IS 1 9B S B USR5 2 51 F1EE 3 41
I ) 268 AN [v] 23 B4 R0 B RR 3 B I AR A 48 2R . i ]
TR 6 J7 =X s Y R 1 BB UL ResNet-50 £
T D) £ Jife 53 BB 52 DX, B AR B R ORI #4070
P W, B R 3466 B Oy QDR B A 4 Jy W i e Pt T
HA RS
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Fig.5 Grad-CAM's results displayed on the ResNet-50

FF++

HIYE

i
&

CelebA-HQEIHEEA &% FF++El 4 s %
F6 FROMEREETE ResNet-50 [ /R (45 5
Fig. 6 The results of integrated gradient displayed on the ResNet-50
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()18 52 P 4 AN [ i 508 DX sk [ 32 Al DR B s T
AL SR

Bt A i BEAAE 18 LA R S R AR AG I ) 2% | )
KA 5 h MR R ik . B AR A B0 35 K i
1B K Tl (DeepFake) %, I H A 55 T A4 9%
R AR R4 AR G it 2w e 52 75 206 K
PP AL E B T ANE B2 R R

VE Ry B2, AR SCHE R e 0H A b X S w24
B AL GEAT T D, F 48 FF++1& 52 80808 4 19 41K
JEARRRAS o B T Xception-Net X2 41, [a] it % 4
AN R AT T WAL BB A . 3 R T
SRR AR AR X M AR S R A B R AR AL . AR
M, o T BB AE S AT 55 2 AN E B9, A R TR 5 4

I ANME— | 3% 25 A5 BLEE A ok T AN s 1, AT
BT R DR X R R A A R A A R
B b1 M B M AT DA B Al SRR T T I IR
PEREEAR

T 185 R B 2E (CelebA-HQ) FRIBFSE 712 5
AR5 KA A AL, i o LR LA T e ) A 3
TR AR TSR T CelebA-HQ JFL 45
BE A T IR BB E A, IR E #E Celeb-DF
R AE Jy SRR B 45 1) DeepFake WU HE 17 X 4%
UL S i AR (WD i e sy W L
BHEAE A 2% ) PERE AR A SRR EE Y N R . SR
M7, B T CelebA %405 42 (14 35 o7 2 458 e, AH I A9 1R
BIRHI T FR++ 8Os A T Tl

x5 BEEGBEENERANE
Table 5 The content of the inpainting datasets

i H EES
A EITES FF++(15 000) , CelebA-HQ(25 000)
1B 1 TR oL JEE RAE S W AT
K B8 52 190 4% CTSDG,RFR,SC
A R R S 600 000 I

K& R 2% ResNet-50 A9 ACC/%
6] X £ MesoNet i) ACC/%
a0 ) 2% Xception ) ACC/%

74.1(FF++),88.3(CelebA-HQ)
79.3(FF++),86.4(CelebA-HQ)
87.5(FF++),90.4(CelebA-HQ)

T < MORL P A B e 7 2 ARSI 19 2451 0 e EEAS DR 2

AR A B R 1 1) 3 T RSB S HAR ) R
PR NI B BB A A A DAy 2% 40 340 ) v K a4
SR SRS OGS A I 1) 245 (R A 5 B 5 5
SR

RO AR BGIE R AR 5 S 3T TR R 2 —
— A b R ELEA T2 A ARG 169 265 Xof R4 100 25 1
B HA R EMIIE S ARSIV T —Ha]
(LR NIUPN & QRPN €10E SIS
O3 DNy e RIS A X 4% 114 18— 25 5 B AL A5 Al
SCHFo AV AR SO X Rs 4R A8 S R A 1O
W IE xR A B ST TR B . A B
— R 4 BE D AR AB S R T B A BGIE Uk
AT SRR TR, 1) 2 o T PR 7 = L Bl

Dhik .

A SO S A A Bt A Ay — 5 1Y SR BR M, 4 1]
A SR A SR BR T A 08 B 8z, 1 D vl
AE K A 70 A B LA DX, B0 AR G P 5t 2
REBEE X PN thig . et — P58
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PRI — AT
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